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ABSTRACT

The Null Pointer Dereference vulnerability is a significant vulnerability that can cause severe attacks such as
denial-of-service. Previous research has proposed methods for detecting vulnerabilities, but large and complex programs pose
a challenge to their efficiency. In this paper, we present a lightweight tool for detecting specific functions in large binary
programs through symbolizing variables and emulating program execution. The tool detects vulnerabilities through data
dependency analysis and heuristics in each execution path. While our tool had an 8% higher false positive rate than the
bap_toolkit, it detected all existing vulnerabilities in our dataset.
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FFdolch. Table 12 20219 7H 919
Ao Hebd 8 Wyt Astelv s AL 15
ol 118 sl 20229 129712 CVE Alol=

of Byl AgzE o} 2le]He|e]ex] WA
e 176 ol (1), ¥ EQlH 93z FHobd
ASCAA o] 8E 2 FE AT wfiel
B =l dle Aok F3S ohEch ek ofy
2}, B =elA Agke ¥ oY 9F3x RS
A3k AN ARSEs mlelyE] A P
dze] A el g d71/271 (Out-of-bounds
Write/Read), siAI® wlxe] AT (Use-after-
free) 5o A A= F-83lvl, F5 A5

Table 1. 2021 CWE Top 25 Most Dangerous
Software Weaknesses(1)

Rank ID Name Score
[1 |[CWE-787 |Out-of-bounds Write 65.93

Improper Neutralization of Input
[2] [CWE-79 |During Web Page Generation 46.84
('Cross-site Scripting')

[3] [CWE-125 |OQut-of-bounds Read 24.9
[4] |CWE-20 |Improper Input Validation 20.47
Improper Neutralization of
Special Elements used in an
0OS Command ('OS Command
Injection’)

[5] |CWE-78 19.55

Improper Neutralization of
[6] [CWE-89 |Special Elements used in an 19.54
SQL Command ('SQL Injection')

[7] |CWE-416 |Use After Free 16.83
Improper Limitation of a
[8] |CWE-22 |Pathname to a Restricted 14.69

Directory ('Path Traversal')
Cross-Site Request Forgery

9 -
[9] [CWE-352 (CSRF) 14.46
[10] |CWE-434 Unrestricted Upload of File with 8.45
Dangerous Type
[11] |CWE-306 Missing Authentication for 793

Critical Function

[12] |CWE-190 |Integer Overflow or Wraparound| 7.12

[13] |CWE-502 Deserialization of Untrusted 6.71
Data
[14] |CWE-287 |Improper Authentication 5.58

[15] |CWE-476 |NULL Pointer Dereference 6.54
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static gboolean prplcb_xfer_new_send_cb(gpointer data, gint fd,
b_input_condition cond)

PurpleXfer *xfer = data;

struct im_connection *ic = purple_ic_by pa(xfer->account);
struct prpl_xfer_data *px = xfer->ui_data;

PurpleBuddy *buddy;

const char *who;

buddy = purple_find_buddy(xfer->account, xfer->who);

who = buddy ? purple_buddy_get_name(buddy) : xfer->who;
px->ft = imcb_file_send _start(ic, (char *) who, xfer->filename,

xfer->size);
+ if (px->ft) {
+ return FALSE;

+ }
‘ px->ft->data = px;

Fig. 1. Vulnerable code (white) and Patch code
(green) in CVE-2017-5668
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Precision

Recall
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100.007
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60.00°
40.00°
20.00%

0.007

Fig. 2. Comparison of disassembly accuracy for different architectures among popular disassemblers
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0x401269: endbr64

0x40126d: push  rbp

0x40126e: mov  rbp, rsp

0x401271: sub rsp, 0x10

0x401275: mov source
0x40127d: cmp qword ptr [rbp - 8

0x401282: setne

0x401285: mov @onrd ptr [rbp -

0x401289: mov  eax|dword ptr [rax] | smk
0x40128b: cmp eax > Dereferencing Null !
0x40128e: sete

0x401291: and eax, edx

0x401293: test al, al

0x401295: je 0x4012a6

Fig. 3. Null pointer dereference vulnerability
detection (assembly)

oA Fig.4.oll4 B3l 77 72o] Angr(3)dlAe
VEX F7F 33 ol& AHEste] ZE olglex 9
vlelUe] g St 3oz AesiA wiskaic)

2 ATedME =70 A4S aHFe BE o}
719 A9l nlelue] s A& FoAo] it Fig.2.
= AFel 7B 77F W mlelyE] #4 =9
Aol Ee] HFAS vt 7é1}°]‘4. o i =
T-ollA x86/x64 o17|EA ] A% w2 LS
o] A7k, T} njeliiz 0}715“Z%§ A% g =7
HE BE Alols Bolrh Bapd & wwAld o
oA 74 HZ (Indirect jump) F45 & AWl
A Fehe TAIE WAt B el A3t
%3, IDA Pro(24)& AFAe] &A% 4 |

l



AR R E3|=A

(2023. 4) 257

00 | ------ IMark(0x401269, 4, 0) ------
01 | PUT(rip) = 0x000000000040126d
02 | ------ IMark(0x40126d, 1, 0) ------

03 | t0 = GET:164(rbp)
04 | t24 = GET:164(rsp)
05 | t23 = Sub64(t24,0x0000000000000008)

Py — IMark(0x401275, 8, 0) ------

15| t26 = Add64(t23,0xffffffffffffff8)

16 | STle(t26) = 0x0000000000000009  $°4r<€
17 | PUT(rip) = 0x000000000040127d

31| ------ IMark(0x401285, 4, 0) ----- -

32| t37 = Add64(t23,0xftfftiftitfs)

33| t39 = LDle:l64(t37)

34 TPUT(rip) = 0x0000000000407289

35 ] ——--—-- IMark(0x401289, 2, 0) ----- -

36) t41 = LDIeI32(t39) )

37| t71 = 32Uto64(t41) sink
38| t40 = t71 Dereferencing
39| PUT(rax) = t40 Null !

82 | if (t60) { PUT(rip) = 0x4012a6; Ijk_Boring }
NEXT: PUT(rip) = 0x0000000000401297; ljk_Boring

Fig. 4. Null pointer dereference vulnerability
detection (VEX IR)
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3.2 7|1% A3 (Symbolic Execution)
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void test ( gpointer p, int a){
student *c = p-> student

while (a < 10){
c = NULL;
}
d = c->id
}

Fig. 5. Null pointer dereference vulnerability
detection (assembly)
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struct Books {
char title[50];
char author[50];
char subject[100];
int book_id;

} book;

Fig. 6. Structure example
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‘func_off_blkid'", [('goodB2G", '0x5a’, '0x401452")])

‘deref(t4)'])

't2', 'deref(t4)'])

't6', ['t15', "deref(bp-0xc)’, 't2', 'deref(t4)'])

‘cc_dep?’, ['t6', 'deref(bp-0xc)’, 'deref(t4)’, 't15', 't2'])

't18', ['t6', 'deref(bp-0xc)’, 'deref(t4)’, 't15', 't2'])

('t17', ['t2<=0x0", 'deref(bp-0xc)<=0x0', 't18<=t19', 't15<=0x0', 't6<=0x0',
('t16', ['t2<=0x0', "deref(bp-0xc)<=0x0', 't17', 't18<=t19', 't15<=0x0',
('t13", ['t2<=0x0", 'deref(bp-0xc) <=0x0', 't17', 't18<=t19', 't15<=0x0", 't16",

('t20', ['t2<=0x0", 'deref(bp-0xc)<=0x0', 't17', 't18<=t19', 't15<=0x0", 't13',

{'func_off_blkid" [('goodB2G', '0x5a’,| (

'0x401452"], ('t5', ['bp'D)

't5" ['bp'], ('t4', ['t5-0xc’, 'bp-0xc’])
't4": ['t5-0xc'], ('t2', ['deref(bp-0xc)’,

't2" ['deref(t4)1, (‘cc_op', ['0x7'])

‘cc_op’: ['0x7"], ('t15', ['deref(bp-0xc)’,
't15% ['t21, (

6" ['t15'], (

‘cc_dep1": ['t6'], (‘cc_dep2', ['0x0')

‘cc_dep2': ['0x0'], (

't18" ['t6], ('t19', ['0x0')

't19": ['0x07],

117" ['t118<=t19, 'deref(t4)<=0x0'")

't16" ['t177,

't13" ['t16], 't6<=0x0", 'deref(t4)<=0x0")
't20" ['t137,

't8" ['t20], 't6<=0x0", 'deref(t4) <=0x0"])
"Jmp_Cond_from_0x401456":

[('0x401428', 't8', {}), 't16', 't6<=0x0", 'deref(t4)<=0x0"])
('0x401458", ''t8', (H1}

('t8', ['t2<=0x0", 'deref(bp-0xc)<=0x0', 't17', 't18<=t19', 't15<=0x0', 't13',
'deref(t4)<=0x0'", 't16', 't6<=0x0', 't20'])

('Jmp_Cond_from_0x401456', [('0x401428", 'deref(bp-0xc)<=0x0', {}),
('0x401458', "lderef(bp-0xc)<=0x0', {})])

Fig. 8. VEX analysis result (left) and symbolic value propagation example (right)
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(‘func_off_blkid', [('goodB2G', '0x27', | (‘func_off_blkid", [('goodB2G', '0x5a’,

'0x40141f")]) '0x401452")])
(‘cc_op’, ['0x7'])
(‘deref(bp-0xc)’, ['0x0']) (‘cc_dep1', ['deref(bp-0xc)'])
(‘cc_dep?2’, ['0x0)
(Jmp_Direct_from_0x401426', (Jmp_Cond_from_0x401456',
(

'0x401428', ‘deref(bp-0xc) <=0x0', {}),
[('0x401426', 'NoCond', {})]) ('0x401458', "!deref(bp-0xc)<=0x0", {})])

(func_off_blkid", [('goodB2G', '0x5a’, '0x401452)], [('goodB2G', '0x5a’,
'0x401452')] )

(‘deref(bp-0xc)’, ['0x0'])

(Jmp_Direct_from_0x401426', [('0x401426', ‘NoCond', {})])

(‘cc_op’, ['0x7'])

(‘cc_dep1’, ['0x0")

(‘cc_dep?2', ['0x0")

(Jmp_Cond_from_0x401456', [

('0x401428', ‘True', {}),

('0x401458', ‘Dead’, {})])

Fig. 9. data set merge between block 0x40141f
and block 0x401452
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Table 2. Summary of comparison for the proposed approach vulnerability detection in SARD testset.
The FN means the detection tool missed the vulnerability code, and the FP means the tool take the

vulnerable code as safe.

i # Known | Proposed Approach/Bap_toolkit
# Testcase # Language (# Program | # Functions D i dhap
Vulns #FPR #FP #FN
CWE_476_binary_if C 18 49 18 0%/0% 0/0 0/0
CWE_476_char C 42 141 55 15%/5% 8/3 0/39
CWE_476_class C++ 42 141 93 0%/0% 0/0 0/75
CWE_476_deref_aft
= C;eecrke e c 18 49 18 0%/0% 0/0 0/18
CWE_476_int C 42 141 56 14%/0% 8/0 0/40
CWE_476_int64 C 42 141 56 14%/0% 8/0 0/40
CWE_476_long C 42 141 56 14%/0% 8/0 0/40
CWE_476 Il_check
- fter—n;er—; ccka c 18 49 45 0%/0% 0/0 0/49
CWE_476_struct C 42 141 56 14%/0% 8/0 0/40
SUM C/C++ 306 993 453 9%/1% 40/3 0/341
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Table 3. Summary of comparison for the proposed approach vulnerability detection in real word
binaries. "Y', 'F’, ‘N’ means the detection result are 'Vulnerable’, 'Failed’” and 'Safe’

. # Vulnerable # Proposed
# CVE IDs # Program # Version . 5 -
Function Approach/Bap_toolkit
CVE-2016-1865 | XNU Kernel 3248. 50. 21 task get assignme Y/F
4570. 20. 62 (patched) nt N/F
. 3.4.1 prplch xfer new se Y/F
CVE-2017-5668 Libpurple
PUTP 3. 6. 0(patched) nd_cb N/F
.93.2 Y/N
CVE-2020-6611 | LibreDWG 0. 93. 2564 get_next_owned_ent /
0. 3. 2582 (patched) ity N/N
0.14.0 Y/N
CVE-2020-7105 Redis callbackValDup /
1. 0. 0(patched) N/N
0.9.12 Y/N
CVE-2020-14397 | LibVNCServer sraSpanlnsertAfter /
0.9. 13 (patched) N/N
Bap_toolkitellMe 713As) whHoew r|z= VI. 3 B
2o Ay AEAAE FsEA vx
o AHE A 2 7158 wepa] ZR el A HAH 2L A B 7 2xE A3t A
g FrrE] B4 dof 2 AFeR Qg 22 Faly 2 e EAiste AdHE S o f%
el Abe (i, vlre, EQlE F)o WsE A sith. 53] d"lo] duA|A] 2 HkHE S o
s 84S & 4 oloh zEiv AAR djate] elel o 83k el ey AR Vs wAE
vejeu 22 g8 A g4l g el = o == AT AR FHdgt Z=E e Afele
Zoz A AR §lo] EAEE wigks o #4331 A g o] t]8 AAg A sFE Welct
o]gitt. Bap_toolkitell#] o]& aHwl Fho] AAeh= Baps} 22 7 71348 wle R Fokd ¢
o2 odwdk Al EHe|AdE AR 4 oA AEE Ao AAFA B4 2 A 249 AHE & AT
shoick, mEbA Aghe A6l Aol FPRF g E2 wholrt. ey AY A FA 6 EAM
A AR <A WS EAlelth Al HAE BE S A ZAA s de vy AEE =
Uy $Fo 2 dY ZHE NULLE Az A olLh, ARS- el ik Aol EAldE =R
P& +r glr}. ol Wi Bxsly & A, dF Z2ad s
Table 3.= AAl A4= 1 9le =holBaz]z] ) o HAES A AHe] EAlde}
o Z2 oo v FHebd w2 Ao}, FH okt 2 EiolAe gl iy zead 5 o
T4 WA HHE Al Z=F BF HaES Y 4] 5 oA @ xelE] gFx S FAE] ¢
oFd ke RS wlasigith. A A = g =79 AF-E WA Feste] e ute]y o4
W2 oA AR W oRE dY HaEA] T Wl 2 g 7 ey &4 A vleE AT
2olAE B AFHeR g3 o) obdE = g EEidc) o] & nlgte R S HAEeE &
=5 FE31v. Bap_toolkit 32 A$E XNU T hEksicl B mrellA Aljke e AR 3
Kernel3} LibpurpleolA= =% A Alsjslgich, Ao ak 77} 9l RE 3R RE B4 75
v A 37el A Ads AdEstaA g A s d 2QlE] o3bx FoPgat ofet dlolE &
25 oHlsithy s iRtk ol M AMest 5 4L o8t tE YA EAE A A4
7 3 ko] 19 Fo R H|~Edlodx] gl I=E = olok, v ShAEkA] ok fre]aEE o))
¥ 2 Aok, a2y} Bap_toolkit¥ 2 ol 2gho] EAfste] EAH A WA= wh
> o = 23 f43 5ol
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